lpuaowenne No2, Hugopmanmonnas THMATKA 249 0by4arommxes aus PasMemensy ua
OpHIHATR HEIX Hureprer-pecypeax

C waxniv rozon MONIOAEXKH B HHTEPHETe CTAHOBHTRCS Gonkume, a wxomsHmKY OMHH H3
CAMEIX OXTHBHRIX NONE30BaTeNel Pynera. Mewny e, TIOMHMO  OrpOMHOTO KomHyecTna

Kosnsiomepume supycer

Kowmmeioreprsii BHPYC — 370 pasEOBMmHOCTS KOMINLIOTepHRIX nporpam,
OTHSHTENLHON  0cOBeHNOCTEID KOTOpolt smaserca  cnocoBrocts, K pasMHOXe¢HMIO, B
AOnonHeHwe K ITOMY, BHpPYCH MOIYT NOBpeHTs Han TIOTHOCTEIO YHHYTOXHTSL Ree taiime u

Meroas samuris or BPCAOHOCHBIX Mporpas;
i

HAHTEL OT BPEIOHOCHEX nporpasm;
2. Tocrosuno YCranasaumai nagry (undposme JAIATXH, KOTOphIe @BTOMATHYCCKH

ONCPAMOHHOR CHeTeMu, Craumnpal X TOMBKO ¢ oPHUBATEHOTO calita Paspaborunxa

Cemu WI-FI

Wi-Fi - 910 me suy NEPEIavH MaHumux, ne TCXHOMOMHS, a BCero mumm, Gpexn, mapxa, Erge
8 1991 roay HHACDPAAHACKAA KOMNanug JAPETHCTPHPOBANA Gpeny «WECA», y1o 0003HaYa10
ClioBocoueranue « Wireless Fidelity», KOTOpRIf NepeBoanTes xak «Becnposoanag TOYHOCTEY,

Ho namero BPEMEHH noumia npyras a06pesnarypa, KOTopas smaseTcs Takol me
TeXHOLOrHeH, Do abbpemnatypa « Wi-Fiy. Taxoe nasmanue Grino JIBHO ¢ HaMexoM Ha CTanaapr
BLICIUMH 3BYKOBOI TexHuKy Hi-Fi, wro s TICPEBOAC 03KAYACT «BRICOKAY TOYHOCTE),



2. Hcnomssyti u OBHOBN#I ANTHBHPYCHLIC NPOrpaMMl | Gpanamayep. Tem CAMBIM THI
ofe3onacuius cefg or 3@KAYKH BHpYCa Ha TBOe yeTpoiictso;

3. Tlpu Mcnoms3oBammy Wi-Fi orkmoun byaxwmo «OGumi AccTyn K dalinam g
lpneTepam». Mansas pynkuns JAXPHTA 10 YMONMAHHIO, O/HAKO HEKOTOpHIe
NOTBL30BATE/TH AKTHBUPYIOT e 11x yaoGeTsa HCnoIbI0BaNAS B pabore i yqebe;

4. He mcrionsayi nyGmmansdt WI-F1 ang fIEpenasH AMYHEIX RAHHBIX, HanpuMep ans

Habope Be0-a1peca BBOMN HMeHHO «https://»;

6. B moGumsnom Tenedone  orkmoun pyuxmmo «llogrmovenue x Wi-Fi

asToMaTuyeckny. He Aonycxail asToMaTHYecKoro TOAKTIOYCHHA YCTPocTRa K CCTAM
Wi-Fi 6e3 TB0ero COTNACHS.

Coyuaisume cemu

OCHOBHI:IC COBeTE 110 6030[180"001’1! 8 CONMANBLHEBIX coTHX;

. Orpanwes cnmcox Apysedl. V 1ebs B apyssax pe ACKHO ObITH Cayuadimmx n
HEIHAKOMBIX JOeH;

2. Bammmai coio HaCTHYI0 Au3nb. He yxasmsali ffapoan, Tenedons, apeca, nary
TBOEIO pOXICHHS W Apyryio MHYI0  sHopMamo, 3noymEmacHIUKH MOTYT
HCMOAB3OBATE Aae upOpMamHIo o TOM, KaK THI ¥ TBOH pogHTENH IIanupyere

4. Ecan tm POBOPHING C© JoaHMN, KOTOPLIX He 3Haewms, we HCHO/B3YH CBOE peansHoe
HMR B Ipyryio amuuyio HADOPMANHKH: WME, MecTo KHTENBCTBA, MCCTO yueln i

Inexmponuie denveu

INeKTPOKHEIE neHbrH — 310 o%ens yaoGHLE crocod [narexedt, omnaxo CymecTsyior
MOLICHHHKH, KOTOPbIE XOTST HDONYSHTS 311 Nensra.



3. BuiBepn caommni Hapos. Hpeerynuuxam Gymer me ApOCTO yrajars comuni
napons, Hanexnnie apoaH — 9710 napo, KOTOpEIC CollepxaT ne Mence 8 3HAKOB ¥
BRIOYAOT B cebs CTpoumsle ¥ TpOmHCHEIC GYKBLL, TUdPL 1 HECKOIBKO CHMBOOB,
TAKHC KAK 3HAK 20/1apa, Qyura, BOCKTHUATE b HLIE HaK | T,11, Hanpmmep, $tROng!;;

4. He Baoau ceon THHEIC 2RHHLIC Ha caftray, KOTOPEIM He JoBepaems.

Dnexmpounas noyma

ICPBEI B pefitunre;
2. He ykasumaii p JHYHOR TIOuTe JHYnyO aHbGopMammo. Hanpamep, ayume BrIGpars,
«uyamwn.uumd)aua'r@» HIH «pox20135» pmecTto «Tenal3n;

3, Henoasayii ABYXITaNHyO ARTOPH3IALITO. D10 KOra TIOMHMO NapoIs HyXHO BBOOHTE
KO, npuckuaeMelii o SMS;

4. Bumbepr cnommmi napons. Jlti xaxaoro nowrosoro HILHKR noMseH OwbTe cmofi
HAACKHLIHR, YeToRuHBLIE & B3J10MY napons;

5. Ecum ects BOIMOXHOCTE Hanucars CamMoMy cROM murimstit Bonpoc, renonsayii iy

6. Henonsayi HECKOBKO HOYTOBRIX AIMuKOB. Iepsiii gng HACTHOH nepemmcxy ¢

VIPECATAMH,  KOTOPEIM Tl 7OBepsemb. 310  IneKTpomuni aapec He Hasjo
HCIOALIOBATE TIPH perucTpanms Ha Popymax u caiirax:

7. He orkpripaii daiiner u apyrue BIOMCHHA B NMCHMAX gake CCITH OHH NpHUIAM or




Arpeccuio, samyrusanue; XYARTAHCTBO; COuMANLHOE BoiikoTposane ¢ MOMOILIO pazIHIHpIX
HHTEPHET-CepRHCOR,

Ocrosntie coserst 110 Goprde ¢ kubepSynmmuroy:
1. He 6pocaitcy 5 Goit. Jlywumit cnocos: focoBeTORaTECA Kak cebn BecTy H, ecnu Her
TOro, K xoMy Momno obparutics, To BHawane yenoxontea. Ecmu Thr mavmer,

OTBEYATL ockopOneHmaME Ha OCKOpOaeHHR, TO Toasko eme Gonbie paszomcenms
KOHGuHKT;

Ynpasnsii croeit xHbeppenyranue;
AHOHHMHOCTS B CeTH MHHMag. Cymccnmor Ccrnocodn BBIACHHTS, KTO crouT 3a

N

7. Ban arpeccopa. B mporpamwax OOMeHa MIrHOBeHEEMY CoObIeHEIMH, B COUMALHEIX
CCTAX €CTh  BOAMOMHOCTE Oaokuposkl ompasky coobmenuit ¢ onpencnenniLx
4apecon;

8. Ecm 1w CBHACTENb  Kubepbynmuura, Teou neiicrang: BLEICTYNHTS  nporye
Tpeciaenosarens, noxasars, EMY, WTO ecro aelicreug OUCHHBAIOTC  HeraTusmo,

foepxats  xepray, KOTopoit myaHa ncuxomormueckas noMoms, coobmnTy
BIpocisM o daxre arpeccusroro NOBEACHHS B CeTH,

Mobureni meAeghon

2. Jymait, Tipexine sem ornpasyrs SMS, doro wm BHAco. TH Touso 3Haews, rye oun
SyayT B xoreunoM HTore?

Heo6xommmo o6nonngs, OTEPALMOKKYIO cHCTeMY TRORTO eMapTdona;
Henonsayi AHTHBHPYCHBIE NPOrpammyg A MOGHITEHEIX TeaedoHoB;

Ll ot




5, He sarpyxail nprioxkenus 0T HEHIBECTHONO HCTOMHHKA, Bedb OHH MOTYT COACPKATS
BPEIOHOCHOE nporpaMmuoe obecneuenne;

6. Tlocne 1010 KBk Thl BhifiZews ¢ caifTa, riie BBOANA JHYHYIO HHpOPMALKID, 3aian B
nacTpolixyi Gpaylepa u yaanu cookies;

7. lleproauuecxu npoBepsit KAKME IIATHLIC YCIYTH AXTREHPOBAHE! HA TBOEM HOMEpE,;

8. [Jlasa# cpoit moMep MOOHILHOIO TenehOHA TOABLKO JIOMAM, KOTOPHIX THI 3HAEME H

KOMY JOBepAeLs;
9. Bluctooth gomxen ObiTe BBIK/TIONMCH, KOTZ& Thl MM HC noabsyemnses. He saGpisait
HHOI'J& NPOBEPATH 310.
Online uzpwt
CoBpeMenHble OHNAKH-HIPH — 9T0 KPACOYHBIE, 3AXBATRIBAIOMIME PAIBICHCHHS,

ODBEMHAOUIME COTHN THICKY HEAOBEK MO BeeMy MEpY. Mrpokn McenemyloT NaHHBDE WM MEp,

obwaroTes ApYr ¢ APYrOM, BHINOJHAIOT JANAHKA, CPAKAIOTCA ¢ MOHCTPAMK M MOTYHAIOT OMBIT.
3a yAOBOMBCTBHE OHM IUIATAT: NOKYNAKOT AMCK, omiagusaior aboxement wm uprobperaior
KaxHe-To ONIIHH.

Bce orm cpexctsa mayT Ha NOANCPXAHHEC H PA3BHTHE HIPH, & TAKAE HA caMmy
Ge30M2CHOCTE: COBEPIICHCTBYIOTCA CHCTEMB! ABTOPH3AIMH, BEITYCKAIOTCA HOBIE NaTHM
(undponkie 3anNaTKH MK NPOrPaMM), 3AKPEIBAIOTCH YHIBHMOCTH CEPBEPOR,

B noaoGHerx Mrpax CTOMT ONACATHCS HEe CTONLKO CBOMX CONEPHMKOR, CKONBKO KPawXH
TBOETO NAPOX, HA KOTOPOM OCHOBAHA CHCTEMA ABTOPHIALMH GONBLIIHHCTEA HI.

OcHoBHBIC COBETH 110 He3IONACHOCTH TBOCIO HIPOBOTO AKKAYHTA!

1. Ecim apyroit urpok Beet ce0s nA0X0 WK Co3/aeT Tefe HenpUATHOCTH, 3a6n0Kupy#H
€10 B CIIHCKE HIPOKOB;

2. Tlowanyiics aIMHEHCTPATOPaM MIPHl Ha [UIOXOC MOBENCHHE JTOTO HIPOKA,
WeNATENLHO NPHIOKHTE KAKHE-TO IOKAIATeLCTEA B BHAE CKPHNON,

He ykaspimait auunyio undopmanuio B npodaiine urpel;

Veawait ApyIHX YUaCTHHKOB 10 HIpe;

He ycranasnusait seodnuuansubic narsn 4 MOJIEL,

Hcenonsayil croxusie ¥ pasHbIc Aoy,

Jaxe BO BpeMs MIPBI HE CTOMT OTKIOHMATh GHTHBHPYC. TToxa Tei Mrpaems, Teofi
KOMITBIOTCP MOTYT 3apasuTs.

SO S A

Drauunz WAl KPANCA AUNHBIX OaNHBIX

OGsruHoll Kpawell JeHer M JOKYMCHTOB CErOAHN Yke HMKOrO HC YAHBHIIL, HO C

PEIBUTHEM  WHTCDHET-TEXHONOIMA  3MOYMBUUICHHHKH NEPEMCCTHAHCE B HMTCPHCT, o
HPOACIKRIOT 3aHAMATLCSE «NOOHMBIM» JICIOM.,

Tax nosBAnack HOBas yrpo3a: HHTEPHET-MOWEHHNYCCTBA WIH (DHIIHKT, [IABHAN 1eTh
KOTOPOTO COCTOMT B NONYHCHHH KOMQHICHUAATBHMX JAHHEIX NOALIOBATCNEH — JNOTHHOB ¥

naponci. Ha anraufickom assike phishing unraetes kax ¢uumnr (ot fishing — prbras nosns,
password — napoas).

Ocrosuste copets no Gopsbe ¢ hrmmnron:

l. Caemn 3a csomM axkayuroM. Ecam Tet NOAO3PEBacib, YT0 TBOA aHKeTa Okuia

BINOMaHa, TO HeoDXoaMMO 3abnokuposars cc M CooGWMTH AIMHHHCTPATOPAM
pecypca 06 3ToM Kak MOXKHO cKOpee;




2. Henomsayit Gezonucknie BeG-caitTel, B TOM wHCIe, HHTCPHCT-MAIA3HHOB |
HOHCKOBLIX CHCTEM;
3. Henoawsy#t cnommsie u pasuie napon. Taxam ofpasoM, ecnn Tebs BIIOMAKT, TO
VIOYMBLILLICHRHKY NOMYSAT AOCTYI TONBKO K OMHOMY TBOCMY DpodHTIO B CeTH, a ge
KO BCeM;
4. Eenn 7eBa msomanm, To neoBxomimMo UPSAYUPEIHTL BCEX CBOMX 3HAKOMBIX,
XoTophie noGasIeHE! y TeOA B APYIBAX, O TOM, UTO TeHR BUIOMARTH H, BO3MOMKHO, OT
TBOCTO HMEHH OYACT PACCHIIATHCA CILAM H CCBUIKH Ha GuumHArobEIe CafiThl;
Yeranosn nazexusii napons (PIN) #a MoOussmil Tenedon;
Coxpancnie napons s Opaysepe;
He orxpuisait daiine u APYTHE BACKCHHA B NHCHMAX AAKE CCTH ONM NPHULTM OT
TBOHX Jpysell. Jlyuime yrownu y nux, oTnpasnaim nu onn TeGe 3TH daiiner,

N

Hughposas penymayus

Ilndporas pemyrawns - 1o nerarusmas WM NO3HTHBHAY HHPOPMALHK B ceTH 0 Tebe.
KommpomeTnpytomas uudopmaryis PASMCILCHHAA B HHTEDHCTE MOXET CephesHmM oOpazom
OTPAIUTHCA HA TROGH peatbuol xu3nu. «l[udponas PENYTALUHAY - 3T0 TBOH HMHIIK, KOTOpBI
dopmutpyeres 13 mudopsmauy o Tebe 5 HHTEpHETE,

Tsoc Mecto xuTenscrsa, yueOnl, TROC pHRancoBO Non0MeERNE, 0COGCHHOCTH XapakTepa
H PACCKAIRI O BAMIKHX — BOE ITO HAKAIIMBACTCH B COTH,

MHOI#e MoAPOCTKH JerkoMBICICHEO OTHOCATCR K MyOAMKAIHK fesroft undopManK s
Hureprere, He nonumas sosmommsx nocaeacTerl. Tal gae He cMOXems ZoranaTees o TOM,
410 ororpadus, pasmemennas 5 et Halan, CTana NpHYMHON OTKAA NPHNATE Teba na pabory.

Kommenrapau, pasmemenne Teomx Gororpaduit u apyrme aeficTeus MOIYT He
HCHEIHYTL A@C NOCAC TOro, KaK Thl WX yaanmms. TH He JHACWL, XTO COXPaHHA 3Ty
HH(POPMALILO, NONANA JIH OHA B NOKCKOBLIE CHCTEMEI H COXPAHMIACH JIH OHA, & [MIABHOC: YTO
noayMaloT 0 rele oxpyxaomee momm, KOTOpLIE HANAYT u yBHAST 370, Haiitu HHpOpMau:o
MHOTO ACT CHYCTs cMomeT moGoi ~ xkak M3 A06pHIX noGy#aeHui, Tak @ ¢ Hamepenmen
MPHIMEATE BPER. ITO MOKeT GLITH KTO YromHo.

OcHoBHEE COBeTE! 110 3aUHTE uadpoBofi penyraumnn:

1. Togymaii, mpexae swem 41o-To ny(/IMKOBATE M NepenaBats y ceba 8 Gnore win s
COUMANBHOMN ceTn;

2. B pactpoiixax HPO(RIA YCTRHORM OrPaHMYCHHA Ha NPOCMOTP TBOErO Npoduas | ero
CORCPIKHMOTrO, cacnal ero ToNbKO IS Apyseitn;

3. He pasmemait u ne ykasemats uHpOPMALKHIO, KOTOpPas MOMeT Koro-nu6o ocxkop6asts
HIIR O0HKaTh,

Asmopcxoe npago

Cobpemennbte  mxomsamrn— AKTHBHLIE NONMBIOBATENH UHpOBOrO NPOCTPAHCTBA,
Omuako nanexo me pee IHAFOT, YTO NOIL30BANHE MHOIMMH BOIMOKHOCTSMH undposoro Mupa
TpeSyer cobmonenus TIpaB Ha HHTCANEXTYAThHYIO COBCTBEHHOCTS.

Tepmun “HHTC/LICKTYANLHAS COOCTBEHHOCTS? OTHOCHTCE K PEUMYHLM  TBOPEHAAM

ACNOBCHCCKOID YMa, HAYHHAR ¢ HOBEIX #300peTennii u 3Haxos, 0603HAYAOMHX COBCTREHHOCTE
Ha DPONYKTHI M YCNYr® , W 3akanvumupsas Kuurams, dotorpadmsnas, KHHODHILMaMH ¢
MY3LIKUILHBIMH PORIBCACHHAMHA.



ABTOPCKHC pasa — 370 npasa Ha HHTELICKTYIBHYIO COGCTBEHHOCTE Ha MPOHIBEICHAS
HAYKH, INTCPATYDbI W HCKYCCTBA, ABTOPCKHE TIpaBa BLICTYTIAKOT B XA%CCTBE FAPAHTHH TONO, Y10
HETE/LIEKTY AN B/ TBOPYeCKHit Tpya aBTOpa He OYACT HANpPACHBIM, JACT eMy ClpaBeUIHBEIe
BOIMOKHOCTH 3apa0OTaTh Ha pesynbrarax caoero TPYZa, NOAYMHTH H3BCCTHOCTL B MPHIHANHe,
Huxro Ge3 paspemenus 4BTOPA HE MOKCT BOCHPOK3BOAHTE €10 IPOH3BEACHHE, PacnpoOCTpassTh,
nyOIHYHO  meMOHCTPHpOBATE, Npoiasark, HMIOPTHDOBATH, MYCKATs B NpOKar, nySanno
HCTIONHATE, NOKAIKIBATE/ MCIONHATS B HDHPE WK patmewmaTs » Hurepuere.

Henonssosanme cumparckoros TPOrPAMMHOIO 05ECNICUCHHA MOKET IPHBECTH K MHOIHM
PHCK&M. OT [OTCPH NAHMHBIX K TEOHM aKK4YHTAM A0 GnoxupoBxH TBOCTO yerpoicrsa, rae
YCTAHOWICHHMA HC feraneHas nporpamma. He cromT Taxme 3a0biBaTs, 9TO cymecrasyer
ACTAIBILIE i OeCIIaTHRE TPOTrPaMMEL, KOTOpEIC MOXKHO HANTH B ceTH.

O nopmaxe

Cerennyok.pd — TBOf riasmsii COBETHHK B cCeTH. 34¢Ch TH MOXKewWs Y3HATE ©
Ge3onacHOCTH B CeTH MOHATHEM H AOCTYITHEIM SIHIKOM, 2 MPH BOIHHKHOBCHHM KPHTHYECKOH
CHIYaunHu o0paTHThCH 33 COBETOM. A Takke NPHAATE YHaCTHE B KOHKYPCAX H CTATh CAMBIM
IHGPOBEIM rpaianmEoM!




