[Tenaroram npo MHGOPMAITMOHHYIO OE€30MIACHOCTD

Korna peus 3axoaut 06 nH(opMaioHHON 0€301acHOCTH, OOBIYHO MBI HAUMHAEM TyMaTh O
KOMIIBIOTEpaX, CeTsIX, MHTepHeTe U Xakepax. Ho ans oOpa3oBatenbHOI cpenbl mpobdiaemMa CTOUT
IIMpe: B OTPAXKACHUH YYallerocs oT HHPOpMalLnu, KOTopasi MO>KEeT HETaTUBHO MOBJIUATH HA €T0
dbopmMHpOBaHUE I PA3BUTHE, TO €CTh O MPOTIAraH/Ie pa3TMYHON HAIIPABICHHOCTH.

Ilonsitue nHGpOpMaLHOHHOI 0e3011ACHOCTH

ITox nadopmaroHHON 6€30MaCHOCTHIO MOHUMAETCS 3aALIUIIEHHOCTh HH(POPMALIMOHHOM
CHCTEMBI OT CIIy4alfHOTrO WJIU NIPEeIHaMEPEHHOI0 BMEIIATEIbCTBA, HAHOCSILET O yIIepo
BJIaJIENIbLIaM MJIH T10JIb30BATeNsIM HH()OPMAIIH.

Ha IMPAKTHUKE Ba)XKHEHIIIUMU SIBISIOTCS TPpU aCIICKTa HHQ)OpMaHHOHHOIZ 0€30IaCHOCTH:

e JIOCTYNHOCTH (BO3MOKHOCTb 33 pa3yMHOE BpEMsI ITOJIYYHUTh TPEOYyeMyI0
MH(POPMALIMOHHYIO YCIIYTY);

e IIEJIOCTHOCTH (@KTYaJbHOCTh U HEIPOTHBOPEUMBOCTH MH(POPMAIIHH, €€ 3alHIICHHOCTD
OT pa3pyLIeHHUs U HECAHKITMOHUPOBAHHOTO H3MECHEHUS);

e KOH(UACHIMATBHOCTH (3AIIUTA OT HECAHKIIMOHUPOBAHHOTO IIPOYTEHHS).

Hapymenust 1ocTynmHOCTH, [IETOCTHOCTH U KOH(UIEHIIMATIbHOCTH HH(OPMALIUK MOTYT OBITh
BbI3BaHbl PA3JIMYHBIMU OMACHBIMH BO3/ICHCTBUSAMHU HAa MH(POPMAIIMOHHBIE KOMITbIOTEPHBIC
CUCTEMBI.

OcHoBHbIE YTPo3bl HHPOPMAIITHOHHOM 0€30MACHOCTH

CoBpemMeHHas MHYOPMALIMOHHAS CHCTEMA IPEICTABISIET COOO0M CIIOKHYIO CUCTEMY, COCTOSIILYIO
13 OOJIBILIOrO YHCIIa KOMIIOHEHTOB Pa3IMYHON CTEIIEHH aBTOHOMHOCTH, KOTOPbIE CBS3aHBI
MEXy co00i U 0OMEHUBAIOTCS NaHHBIMU. [IpakTHYecKku KaXK1blii KOMIOHEHT MOKET
IIOJIBEPTHYThCS BHEIIIHEMY BO3ICHCTBHIO MU BBIMTH U3 CTPOs. KOMIIOHEHTBI
aBTOMAaTH3HPOBAHHOW MH(POPMALIMOHHON CUCTEMbI MOKHO Pa30UTh Ha CIEAYIOUINE TPYIIIIbL:

Annapamnule cpedcmea. D10 KOMIBIOTEPHI M UX COCTaBHBIC YacTH (IIPOIECCOPBI, MOHUTOPHI,
TEPMUHAJIBI, TIepu(epUiHBIC YCTPOMCTBA — MPUHTEPHI, KOHTPOJUICPHI, KAOCIH, JINHUU CBS3H U

T.1.),

Ilpozpammnoe obecneyenue. 10 TPUOOPETEHHBIE IPOrPAMMBbI, HCXOAHbIE, OOBEKTHBIE,
3arpy304Hbl€ MOJYJIU; ONIEPALIMOHHBIE CUCTEMBI U CUCTEMHBIE POrpaMMbl (KOMIMIISTOPHI,
KOMITOHOBIIMKH U JIp.), YTUJIUTBI, AUATHOCTUYECKHE IPOTPaMMBbI U T.11.;

,ZIaHHble, XpaHUMBIE BpEMCHHO U IIOCTOsAHHO, HA JUCKAX, (I)J'ISI_HKaX, II€4YaTHBIC, apXHBBHI,
CUCTCMHBIC X XYPHAJIbI U T.A.;

Hepcomw. HOJ'IL30BaTe.HI/I, CUCTCMHBIC aIMUHUCTPATOPHI, IIPOTrPaAaMMUCTLI U JIP.

OmnacHele BO3AEHCTBUS Ha KOMITBIOTEPHYIO HH(POPMAITMOHHYIO CUCTEMY MOXKHO MO/Ipa3/ieanTh
Ha cllydaiiHble U IIpelHaMepEeHHbIe. AHAIN3 OIbITa IPOEKTUPOBAHUS, U3TOTOBJICHUS U
HKCIUTyaTalui UH(OPMAIIMOHHBIX CUCTEM MOKAa3bIBAET, YTO HH(OpMAIMS [OJIBEpraeTcs
Pa3IMYHBIM CIy4yalHbIM BO3JEHCTBUAM Ha BCEX 3Talax LMKIIA )KU3HU cucTeMbl. [Ipuunnamu
ClTy4aliHbIX BO3JECUCTBUI MPH SKCIUTyaTallud MOTYT OBITh:



e aBapuiiHbIC CUTYyallUU U3-3a CTUXUUHBIX O€JACTBUHN U OTKIIIOUCHUHN SJIEKTPOIUTAHUS;
e OTKa3bl U cOOM anmapaTypsl;

e OMIMOKH B IPOrpaMMHOM 0O€CIICUEHHH;

e omwuOKH B paboTe MepcoHana;

e TIOMEXH B JIMHUAX CBSA3M U3-3a BO3/ICHCTBHIA BHEIIHEH CpeJIbl.

[IpenHamepeHHbIE BO3AEHUCTBHS — 3TO LIEJICHANPABJICHHBIE JEUCTBUS HapyuTensa. B kauectse
HApyLIUTENS MOTYT BBICTYNIATh CITy KA, TOCETUTEIb, KOHKYPEHT, HAeMHUK. J{eficTBUS
HAPYIIUTENS MOTYT OBITH 0O0YCIIOBJIEHBI PA3HBIMH MOTHUBAMU:

e  HEJIOBOJBLCTBOM CIIY)KaIIlEro CBOSH Kaphepoii;

e  B3STKOIi;

e JIIOOOIBITCTBOM,;

e KOHKYpPEHTHOI 60pr00ii;

e CTPEMIICHHEM CaMOYTBEPIUTHLCS JIFOOOH IIEHOM.

MOXHO COCTaBHTH THIIOTETUYCCKYIO MOACIIb MIOTCHIUAJIBHOI'O HAPYIIUTCIIA:

e KBaJIM(UKALUSA HAPYIIUTENSI HA YPOBHE pa3pabOTUHMKa JaHHOM CHCTEMBI;

e HApYIIUTEIEM MOXET OBITh KaK MOCTOPOHHEE JIUIIO, TaK M 3aKOHHBIN ITOJIb30BATEIh
CUCTEMBI;

e HAPYIIMTEIIO U3BECTHA MH(OpPMAIINS O IPHHIUIIAX PAOOTHI CUCTEMBI;

e HapyLIUTENb BbIOMpaAeT HanboJiee ciaboe 3BEHO B 3aLUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPA3HBIM BUIOM KOMIIBIOTEPHBIX HAPYIICHHUH SBIISICTCS
HECaHKIIMOHUPOBAHHBIN AOCTYI. HecaHKIIMOHUPOBAHHBIN JOCTYI UCIIONIB3YET JIFO0YIO OLIHOKY
B CHCTEME 3aIlUThl U BO3MOXKCH MIPH HEPAIIMOHATHFHOM BBIOOPE CPENICTB 3aIUTHI, HX
HEKOPPEKTHON YCTAaHOBKE U HACTPOMKE.

[IpoBenem knaccudukauio KaHaI0B HECAHKIIMOHUPOBAHHOTO JJOCTYTIA, IO KOTOPBIM MOXHO
OCYILIECTBUTD XUIICHNE, U3MEHEHHNE WM YHUUITO)KEHUE UH(DOPMAIHH:

Yepes uenosexa:

e  XUIICHHE HOCHUTENEH HHPOpMAIHH;
e uTeHHWE MH(OPMAIMH C IKPaHA U KIIABHATYPHI;
e uTeHHe MH(OPMALMU U3 PaCIeUaTKH.

Yepes npocpammy:

e IIEepexBaT MapoJiei;
e nemudpoBKa 3amudpoBaHHON HHPOPMAIIH;
e KONHMPOBaHWE MHPOPMAIIUHN C HOCUTEIIS.

Yepes annapamypy:

e MOJKJIIOYEHHUE CIIEIHATBLHO Pa3paOb0TaHHBIX alapaTHBIX CPEJICTB, 00ECIEeUNBAIOIINX
JOCTYyN K MHQOpMaIHH;

e IepexBaT MOOOYHBIX ANEKTPOMATHUTHBIX U3TYUYCHUH OT anmnaparypsl, JUHUH CBA3H,
CeTeH IIEKTPOIUTAHUA U T.1.



Oco60 creyeT OCTaHOBUTHCS HA yIrpo3ax, KOTOPHIM MOTYT MOJBEPraThCs KOMIBbIOTEPHbBIE CETH.
OcHoBHast 0COOEHHOCTD JTF000H KOMIIBIOTEPHOM CETU COCTOUT B TOM, UTO €€ KOMIIOHEHTBI
pacripeniesnieHsl B mpocTpaHcTBe. CBSA3b MEX/Y y3JIaMHU CETH OCYIIECTBISIETCS (PU3NUECKHU C
MTOMOIIbIO CETEBBIX JIMHUHI U MPOTPAMMHO C MIOMOIIBI0 MexaHu3Ma coodiieHuii. [Ipu atom
YTIPaBJIAIONIME COOOIICHHS U IaHHbIE, IEPEChUTIAeMbIE MEX/1y Y3JaMU CETH, IIEPEIaloTCs B BUJIE
nakeroB ooMeHa. KoMIbloTepHbIe CETH XapaKTepHbI TEM, UTO MPOTUB HUX MPEANPUHUMAIOT TaK
Ha3bIBacMbI€ yAAJICHHbIE aTaki. Hapyimmrens MOXKET HAXOAUTHCS 3a THICSYU KUIIOMETPOB OT
aTaKyeMmoro o0beKTa, Mpu 3TOM HamaJIeHUIO0 MOKET MOJIBEPTaThCsl HE TOIbKO KOHKPETHBIN
KOMIIBIOTEP, HO U MH(OpMAIs, TepeJaroIascs M0 CETeBbIM KaHalaM CBSI3H.

Obecneyenne HH(POPMALIMOHHOM 0€30MACHOCTH

dopmupoBaHue pexnuma HHPOPMAIIMOHHOM 6€30MacHOCTH — IpobiieMa KoMIUIeKcHast. Mepbl 1o
€€ PEeLICHUIO MOXKHO NOJIpa3AeIuTh Ha NATh YPOBHEM:

1. 3akonooamenvhuiii . ITO 3aKOHBI, HODPMAaTUBHBIE AKThl, CTAHAAPTHI U T.II.
HopmaTuBHO-nIpaBOBast 6a3a onpeaensonias NOpSI0K 3alIUThl HH()OPMALIUH:

2. Mopaﬂbno-amuuecmtﬁ. BceBo3mokxHBIE HOPMEI IIOBCACHUA, HCCO6J’IIOI[€HI/IC KOTOPBIX BEACT
K IaJICHUIO MPECTUKA KOHKPETHOI'O 4YCJIOBCKA NI eaou OopraHu3anuvu.

3. Aomunucmpamuenstil. JleicTBUS 001IETO XapaKkTepa, IpeANPHHUMAEMble pyKOBOICTBOM
opranuzanuu. TakuMu JOKyMEHTaMH MOTYT ObITb:

e IpHKa3 pyKOBOJAUTEIS O Ha3HAYECHHH OTBETCTBEHHOTO 3a oOecrieueHme
nH(GOPMaIIMOHHON 06€30MaCHOCTH;

e JIOJDKHOCTHBIE 00S13aHHOCTH OTBETCTBEHHOTO 32 oOecreueHne nHHOpMaIIMOHHON
0€30I1aCHOCTH;

e TMEpeYeHb 3alIMIIAeMbIX HHPOPMAIIMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e MHCTPYKIIHIO, OTPENICISIONIYIO MTOPSIO0K MPEJOCTABICHUS HH(POPMAIIUH CTOPOHHUM
OpTaHU3AIMIM IO UX 3aIpocaMm, a TAKXKE 110 TpaBaM JIOCTYTa K He COTPYIHHKOB
OpraHH3aIUH.

4. Qu3zuueckuil. MCX&HI/I‘IGCKI/IG, OJICKTPO- U SJICKTPOHHO-MCXaHUYCCKHUE MPEIIATCTBUA HA
BO3MOJHBIX IYTAX IIPOHUKHOBCHUA MMTOTCHIHUAJIbHBIX HapyL[II/ITeHef/’I.

5. Annapamno-npozpammnutit (3I€KTPOHHBIC YCTPOMCTBA U CIIEIIMATIBHBIC POTPAMMBbI 3aIIUTHI
uHbopMaIum).

[TpuHsTHIE MEPBI 110 CO3/1aHUI0 O€30MaCHON MHPOPMAILIMOHHOM CUCTEMBI B LIIKOJIE:

e O0ecrieyeHa 3auTa KOMIBIOTEPOB OT BHEIIHUX HECAaHKIIMOHUPOBAHHBIX BO3/ICHCTBHIA
(KOMIIBIOTEPHBIE BUPYCHI, JIOTHYECKHUE OOMOBI, aTaKu XaKEPOB H T. 1I.)

e YCTaHOBJICH CTPOTHIA KOHTPOJIb 32 3JICKTPOHHOM MTOYTOH, 00€CIIeYeH MOCTOSHHBIH
KOHTPOJIb 32 BXOJSLIEH U UCXOIALIEN KOPPECTIOHACHIUEN.

e YCTaHOBIJICHBI COOTBETCTBYIOLIUE NIAPOJIU Ha nepcoHanbHble [IK.

e lcnonb3oBaHbl KOHTEHT-QUIBTPBI, UIS (PUIBTPALIUK CAHTOB MO UX COAEPKUMOMY.

EnuHast COBOKYIMHOCTh BCEX ITUX MEP, HAITPABICHHBIX HA MPOTUBOJICUCTBUE YIpO3aM
0€30MMacHOCTH C IENIbI0 CBEICHUSI K MUHUMYMY BO3MOKHOCTH yIiep6a, 00pa3yroT cucreMy
3aINTEL.



CrienuanucThl, UMEIOIUE OTHOIIEHUE K CHCTEME 3aIlUThI JOJKHBI MOJTHOCTBIO IPEICTABISTh
cebe IMPUHIMUIIBI €€ (l)YHKHI/IOHI/IpOBaHI/ISI H B ClIyda€ BOBHUKHOBCHUSA 3aTPYAHHUTCIbHBIX
CUTYyallui aJIeckBaTHO Ha HUX pearupoBaTh. [1of 3amuToi qomkHa HAXOIUTHCS BCS CHCTEMa
00paboTku nHbOpMAITHH.

Jluma, 3aHnMaromrecs odecreyeHneM HHPOPMAITHOHHOW O€30MTaCHOCTH, JOJKHBI HECTH
JUYHYIO OTBETCTBEHHOCTb.

Hanexnas cucreMa 3aluThl JOJKHA OBITH MOJIHOCTBIO IPOTECTUPOBAHA U COTJIacCOBaHA. 3aluTa
cTaHoBHTCs Oosee 3pPeKTUBHOM 1 THOKOMA, €CITi OHA JIOMyCKaeT N3MEHEHHE CBOMX MapaMeTPOB
CO CTOPOHBI aJIMUHUCTPATOPA.

B 3akimroueHne cBOero J0KJIa1a X0TEI0Ch Obl JaTh HEKOTOPBIE PEKOMEH/IAINH 110 OpTaHU3aIuN
paboThl B HH(GOPMAIIMOHHOM NPOCTPAHCTBE, YTOOBI yOoepeub ce0si U CBOMX OJIM3KUX OT
WHTEPHET-TIPECTYITHUKOB.



